StorageGuard vs Qualys

1. Focus Area

Qualys is a Vulnerability Assessment solution focused on the host and desktop layer, while StorageGuard is
a Security Posture solution focused on data Storage and Backup systems. The two solutions are
complementary with minimal overlap.

Structured
data

Storage Arrays

@ ﬁ

Applications

(SAN - OBJ - NAS)
Data
Protection Host 0S Web Servers
Storage e
Management A
Data Storage Perimeter
@ Qualys.
Compute
Storage Lol
Network r Desktops

TTTT

Storage
Virtualization

2. Highlights
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@ StorageGuard

Scan Frequency for User-defined
Enterprise Storage Daily (default) / Every X hours /
Weekly / Monthly / User-defined / Ad-
hoc
Analysis method Storage-Aware scan

e Storage-savvy analysis including
review of LUNs, volumes zoning,
masking, etc.

e Specialized Storage vulnerability
and configuration hardening
analysis

e Storage access control analysis

e Storage software analysis

e Storage CLI/ API/ Config files

API REST, SQL
Policy & Compliance Yes

Integration Yes

@ Qualys.

User-defined
Typically, infrequent (every X months)

Generic Web / Linux / Network

e Generic Web App / Linux
Vulnerability detection
e Generic network checks

REST
Yes

Yes
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